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What is claimed is: 

1 . A network element for providing service control point (SCP) or database 
node front\end processing (FEP) service and routing data packets 
through a conitaunications network, the network element comprising: 

(a) a first communication module capable of transmitting data packets 

to and receiving data packets from a first communications 

\ 

network; \ 

\ 

(b) a second communication module capable of transmitting data 
packets to and receiving data packets from a second 
communications network; \ 

(c) a packet discrimination process for determining whether a data 
packet received from one of thesfirst and second communications 

\ 

networks is intended for an SCP or database node that is 
provisioned to receive front end processing (FEP) service; 

(d) a database access control (DAC) database containing information 
related to SCP or database nodes that ar\ provisioned to receive 
FEP service; and 

(e) a DAC process for querying the DAC database and modifying the 
received packet to include information returned by the DAC 
database. 




The network element of claim 1 wherein the received data packet is a 
signaling system 7 (SS7) signaling message. 

The network element of claim 2 wherein the SS7 signaling message is a 
transaction capabilities application part (TCAP) message signaling unit 
(MSU). \ 

The network element oft claim 3 wherein the TCAP MSU contains a 
database query messageA 

The network element of alaim 1 wherein the first communications 
network is an SS7 network. \ 

The network element of claim\1 wherein the second communications 
network is an Internet protocol (IR) network. 

The network element of claim 1 wherein the second communications 
network is an asynchronous transfer mode (ATM) network. 

The network element of claim 1 whereim the first communication module 
is a signaling system 7 (SS7) link interface module (LIM). 




The network element of claim 1 wherein the second communication 
module is an Internet protocol (IP) database communication module 
(DCM). \ 

The network element of claim 1 wherein the DAC database includes a 
plurality of records and each DAC database record includes an IP 
network address associated with an SCP or database node. 

The network element of claim 1 wherein the DAC database includes a 
plurality of records and each bV\C database record includes operational 
status information associated wifti an SCP or database node. 

The network element of claim 1 wherein the DAC database includes a 
plurality of records and each DAC tiatabase record includes ownership 
information associated with an SCP or database node. 

The network element of claim 1 wherein the DAC database includes a 
plurality of records and each DAC database record includes database 
protocol information associated with an SCP or database node. 

The network element of claim 1 wherein tVie DAC database includes a 
plurality of records and each DAC database record includes service type 
identification information associated with an SCP or database node. 
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The network elAment of claim 14 wherein the service type identification 
information identifies an advanced intelligent network (AIN) service. 

The network element of claim 14 wherein the service type identification 
information is a translation type (TT) value. 

The network element of claim 14 wherein the service type identification 
information is a subsystemriumber (SSN). 

The network element of claimVl4 wherein the service type identification 
information identifies a calling name (CNAM) service. 

The network element of claim 14 wherein the service type identification 
information identifies a line information database (LIDB) service. 

The network element of claim 14 wherein the service type identification 
information identifies a toll free number (800) service. 

The network element of claim 14 wherein \he service type identification 
information identifies a local number portability (LNP) service. 



The network element of claim 14 wherein the 
information identifies a presence service. 



ervice type identification 



The network element ctf claim 8 wherein the packet discrimination 
process resides on the LIM. 

The network element of claim 1 wherein the DAC database is integral 
with and contained within thelnetwork element. 

The network element of claim wherein the DAC database is located on 
an external database server communicatively coupled to the network 
element. \ 

The network element of claim 1 wherein data that comprises the DAC 
database is maintained in high spe^d, random access memory. 

The network element of claim 1 wherein data that comprises the DAC 
database is maintained on high speed\ optical disc storage media. 

The network element of claim 1 including a DAC protocol translation 
process for modifying the received data Backet to include predetermined 
database protocol information. \ 



The network element of claim 28 wherein Ithe DAC protocol translation 
process is capable of translating an SCP ondatabase query to or from a 



The network element! of claim 28 wherein the DAC protocol translation 
process is capable of translating an SCP or database query to or from an 
open database connectivity (ODBC) database protocol. 

The network element o| claim 1 wherein the packet discrimination 
process is adapted to examine a destination network address in the 
received data packet. \ 

The network element of claim 31 wherein the destination network 
address is an SS7 destination point code (DPC) and subsystem (SSN). 

The network element of claim 3E> wherein the SS7 DPC is the same as 
an SS7 PC assigned to the netvwprk element. 

The network element of claim 32 wherein the SSN corresponds to a SSN 
that is provisioned for FEP service! 

The network element of claim 1 Wherein the packet discrimination 
process is adapted to examine a Iranslation type (TT) value in the 
received data packet. \ 



36. The network element of claim 1 wherein the packet discrimination 
process is adapted \p examine a subsystem number (SSN) value in the 
received data packetA 

37. A method for providing Service control point (SCP) or database node 
front end processing seV/ice and for routing a data packet in a 
communications network, tha method comprising: 

(a) at a first network element having a first SS7 point code (PC), 
receiving a data packet naving a first SS7 destination point code 
(DPC) from a first communications network; 

(b) determining whether the received data packet is intended for an 
SCP or database node thattis provisioned to receive front end 
processing (FEP) service; \ 

(c) in response to determining tViat the received data packet is 
intended for an SCP or database node that is provisioned to 
receive FEP service, performing lookup in a database access 
control (DAC) database using key information contained in the 
received data packet; \ 

(d) modifying the received data packet based on information returned 
by the DAC database lookup; and \ 

(e) transmitting the modified data ©acket into a second 
communications network. \ 



38. The method of claim 
subsystem number (SSN 
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37 wherein the key information includes a 
value. 



39. The method of claim 37 wVierein the received data packet is a signaling 
system 7 (SS7) signaling message. 



10 



40. The method of claim 39 wherein the SS7 signaling message is a 
transaction capabilities application part (TCAP) message signaling unit 
(MSU). 

41. The method of claim 40 whereifo the TCAP MSU contains an SCP or 
database query message. 



15 



42. The method of claim 37 wherein th§ first communications network is an 
SS7 network. 



43. The method of claim 37 wherein the second communications network is 
an Internet protocol (IP) network. 



20 44. The method of claim 37 wherein determining whether the received data 
packet is destined for an SCP or database node that is provisioned to 
receive front end processing (FEP) service^ includes examining the DPC 
value in the received data packet. 



The method of claij^ 44 wherein determining whether the received data 
packet is destined for an SCP or database node that is provisioned to 
receive front end processing (FEP) service further includes examining a 
destination subsystem (SSN) value in the received data packet. 

The method of claim 44\ wherein the DPC is the same as the PC 
assigned to the first network element. 

The method of claim 45 wherein the destination SSN value corresponds 
to a SSN that is provisioned foil FEP service. 

The method of claim 37 wherein the key information includes the first 
DPC and a SSN value. V 

The method of claim 37 wherein the key information includes a 
translation type (TT) value. \ 

The method of claim 37 wherein modifying the received data packet 
includes modifying a packet routing labeliin the received data packet. 

The method of claim 50 wherein modifying the routing label includes 
modifying the routing label based on SCP W database node operational 
status information contained within the DAQ database. 



52. The method jdtf claim 50 wherein modifying the routing label includes 
modifying the routing label based on SCP or database node congestion 
status information \ontained within the DAC database. 

5 53. The method of claim\50 wherein modifying the routing label includes 
modifying the routing label based on SCP or database node ownership 
information contained within the DAC database. 

54. The method of claim 50 wherein modifying the routing label includes 
10 modifying the routing label to include a destination IP network address. 



55. The method of claim 37 wherein \nodifying the received data packet 

\ 

includes changing a protocol of a database query statement contained in 
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the received packet. 



56. The method of claim 55 wherein changing a protocol includes changing 

\ 

the protocol based on SCP or database node protocol information 
contained within the DAC database. \ 



20 57. A network element for providing service control point (SCP) or database 
node front end processing (FEP) service and routing data packets 
through a communications network, the network element comprising: 




(a) a communication raodule capable of receiving data packets from a 
first communicationl^network and transmitting data packets to a 
second communication^ network; 

(b) a packet discriminations process for determining whether a data 
packet received from theVNrst communications network is intended 
for an SCP or database node that is provisioned to receive front 
end processing (FEP) serviae; 

(c) a database access control (uAC) database containing information 
related to SCP or database nodes that are provisioned to receive 
FEP service; and \ 

(d) a DAC process for querying the ©AC database and modifying the 
received data packet to include information returned by the DAC 
database. \ 

The network element of claim 57 wherein the packet discrimination 
process is adapted to examine a subsysteirunumber (SSN) value in the 
received data packet. \ 

The network element of claim 57 wherein the received data packet is a 
signaling system 7 (SS7) signaling message. \ 
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60. The netwo\ element of claim 59 wherein the SS7 signaling message is 
a transaction capabilities application part (TCAP) message signaling unit 
(MSU). 

61. The network elementV)f claim 60 wherein the TCAP MSU contains a 
database query message 

62. The network element of cla\pn 57 wherein the first communications 
network is an SS7 network. 

63. The network element of claim 57 \Vherein the second communications 
network is an Internet protocol (IP) network. 



64. The network element of claim 57 wherein the DAC database includes a 
15 plurality of records and each DAC database record includes an IP 

network address associated with an SCP ordatabase node. 
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65. The network element of claim 57 wherein the yAC database includes a 
plurality of records and each DAC database record includes operational 
status information associated with an SCP or database node. 



The network element of claim 57 wherein the DAC database includes a 
plurality of records amd each DAC database record includes ownership 
information associated with an SCP or database node. 

The network element of claim 57 wherein the DAC database includes a 
plurality of records and eaah DAC database record includes database 
protocol information associated with an SCP or database node. 

The network element of claim 57 wherein the DAC database includes a 
plurality of records and each DAG database record includes service type 
identification information associated with an SCP or database node. 

The network element of claim 68 wherein the service type identification 
information is a subsystem number (SSN) value. 

The network element of claim 68 whereVi the service type identification 
information is a translation type (TT) value\ 

The network element of claim 68 wherein me service type identification 
information identifies a calling name (CNAM)iservice. 



The network element of claim 68 wherein thelservice type identification 
information identifies a line information database (LIDB) service. 




The network Element of claim 68 wherein the service type identification 
information identifies a toll free number (800) service. 

The network element of claim 68 wherein the service type identification 
information identifies a local number portability (LNP) service. 

The network element pf claim 68 wherein the service type identification 
information identifies a presence service. 

The network element of chaim 57 wherein the DAC database is integral 
with and contained within the network element. 

The network element of claim 57 wherein the DAC database is located 
on an external database serverVhat is communicatively coupled to the 
network element. \ 

The network element of claim 57 wVierein data that comprises the DAC 
database is maintained in high speed\ random access memory. 

The network element of claim 57 wherain data that comprises the DAC 
database is maintained on high speed, ootical disc storage media. 
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80. The network element of clai\n 57 including a DAG protocol translation 
process. ^ 



81. The network element of claim BO wherein the DAC protocol translation 
process is capable of translatinglan SCP or database query to or from a 
structured query language (SQL) Database protocol. 



10 



82. The network element of claim 80 therein the DAC protocol translation 
process is capable of translating an SCP or database query to or from an 
open database connectivity (ODBC) database protocol. 
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83. The network element of claim 57 v\Aherein the packet discrimination 
process is adapted to examine a destination network address in the 
received data packet. 

84. The network element of claim 83 wherein the destination network 
address is an SS7 destination point code (UPC) and a subsystem (SSN). 
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85. The network element of claim 84 wherein the SS7 DPC is the same as 
an SS7 PC assigned to the network element!, 



86. 



The network element of claim 84 wherein tlie SSN corresponds to an 
SSN that is provisioned for FEP service. 



The network ^lement of claim 57 wherein the packet discrimination 
process is adapted to examine a translation type (TT) value in the 
received data paclctet. 

A network routing elernent for routing signaling messages having a first 
signaling system 7 (SS7\ network address, the network routing element 
being adapted to receive messages addressed to the first SS7 network 
address intended for processing by a service control point (SCP) or 
database node that resides iro an Internet protocol (IP) network, the 
network routing element comprising: 

(a) a communication module capable of receiving data packets from a 
first communications network and transmitting data packets to a 
second communications netwoVk; 

(b) a packet discrimination process for determining whether a data 
packet received from the first communications network is intended 
for an SCP or database node that is located in an IP network; 

(c) a database access control (DAC) database containing IP routing 
address information related to SCP o\ database nodes that reside 
in the IP network; and \ 

(d) a DAC process for querying the DAC database and modifying the 
received data packet to include IP routing address information 
returned by the DAC database. \ 
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The network elemenk of claim 88 wherein the packet discrimination 
process is adapted to\examine a subsystem number (SSN) in the 
received data packet. 

The network element of claim \38 wherein the received data packet is a 
signaling system 7 (SS7) signaling message. 



The network element of claim 90 wherein the SS7 signaling message is 
a transaction capabilities applicatiokpart (TCAP) message signaling unit 



(MSU). 



The network element of claim 91 wherein the TCAP MSU contains a 
database query message. 

The network element of claim 88 wheVein the first communications 



network is an SS7 network. 



\ 



The network element of claim 88 wherei^i the first communications 
network is an Internet protocol (IP) network transporting IP encapsulated 
SS7 MSUs. 



The network element of claim 88 wherein the second communications 
network is an asynchronous transfer mode (ATM) network. 



4 



-56- 



10 



96. The network element *tof claim 88 wherein the second communications 
network is an IP network 

97. The network element of claVn 88 wherein the DAC database includes a 
plurality of records and each DAC database record includes an IP 
network address associated vwth an SCP or database node. 

98. The network element of claim 88 wherein the DAC database is integral 
with and contained within the network element. 



99. The network element of claim 88 wherein the DAC database is located 
on an external database server that \s communicatively coupled to the 
network element. 



15 100. The network element of claim 88 wherein\data that comprises the DAC 

\ 

database is maintained in high speed, random access memory. 



IT 
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101. The network element of claim 88 wherein ds^ta that comprises the DAC 

i 

database is maintained on high speed, optical ^lisc storage media. 

102. The network element of claim 88 including a pAC protocol translation 
process. 



-57- 



4 



103. The network element of claim 102 wherein the DAC protocol translation 
process is capable of translating an SCP or database query to or from a 
structured query\anguage (SQL) database protocol. 

104. The network element of claim 102 wherein the DAC protocol translation 
process is capable of translating an SCP or database query to or from an 
open database connectivity (ODBC) database protocol. 
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105. The network element of claim 88 wherein the packet discrimination 
process is adapted to exan\jne a destination network address in the 
received data packet. 

106. The network element of claim ^J05 wherein the destination network 
address is an SS7 destination point\code (DPC) and subsystem (SSN). 

107. The network element of claim 106 wherein the SS7 DPC is the same as 
the first SS7 PC assigned to the network\element. 



108. The network element of claim 88 wherein the packet discrimination 
20 process is adapted to examine a translatio\i type (TT) value in the 

received data packet. 




